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[ PoOST | [ /api/auth/iotLogin

_/

Authentication

[ POST | [ /apifiotrrequestCw

-

[ PosT | [ rapifiotrreplyRw ]
[ GET | [ rapifiot/checkAuthStatus ]
[ POST | [ /apifiot/requestTansactionld ]
[ POST | [ rapifiotirequestRW ]
[ GET | [ rapifiot/checkRequestRWStatus ]
[ POST | [ /api/iot/immediateRequestRW ]

Immediate Authentication

[ POST | | sapifiot/immediateAuth ]

[ POST ] [ /apifiot/requestimmediateAuth ]

[ GET ] [/ap\'/\'ot/checkﬂequestlmmed\'ateAuthStatus ]

Authentication with Ephemeral Key (EK)

[ POST | [ /apifiot/ekrequestcw ]
[ PosT | [ /apifiot/ekreplyRW ]
[ GET | [ /apifiot/ekcheckAuthStatus ]

Request RW with Ephemeral Key (EK)

[ POST ] [/ap\'/\'ot/ekrequestTransact\'onId ]
[ POST | [ /apifiot/ekrequestRW ]
[ GET ] [/ap\'l\'ot/ekcheckF\equestRWStatus ]
[ POST | [ /apifiot/ekimmediateRequestRW ]

Immediate Authentication with Ephemeral Key (EK)

[ PosT | [ /apifiot/ekimmediateAuth ]

[ POST ] [/api/iot/ekrequestlmmed\'ateAuih ]

[ GET ] [lap\'l\'ot/ekcheckﬁequestlmmed\'ateAuthStatus ]

Verification

[ PosT | [ /apifiot/find-public-key-by-pccid ]

New

device-api-sandbox.sandgrain.dev

Device

TID

CLAIM_TOKEN

POST /apifauth/deviceLogin

POST /api/device/requestCW

POST /api/device/replyRW

GET /api/device/checkAuthStatus

POST /api/device/requestTransactionld

POST /apifdevice/requestHRW

GET /api/device/checkRequestHRWStatus
POST /api/device/priorityRequestHRW

POST /api/device/priorityHostAuth

POST /api/device/requestHostAuth

GET /api/device/checkRequestHostAuthStatus
POST /api/device/EKrequestCW
POST /api/device/EKreplyRW

GET /api/device/EKcheckAuthStatus
POST /api/device/EKrequestTransactionld
POST /api/device/EKrequestHRW

GET /api/device/EKcheckRequestHRWStatus
POST /api/device/EKpriorityRequestHRW
POST /api/device/EKPriorityHostAuth
POST /api/device/EKrequestHostAuth

GET /api/device/EKcheckRequestHostAuthStatus
POST /api/device/find-public-key-by-tid



